How to convert certificate format
[bookmark: _GoBack].pfx > . jks
The keytool is located under the ...IVMS Server \ tomcat \ jdk1.6.0_26 \ bin directory which need to use. 
Put the certificate which need to be converted into this directory

Open cmd as administrator and open to… IVMS Server \ tomcat \ jdk1.6.0_26 \ bin path

Execute the command keytool -importkeystore -srckeystore (your certificate name).Pfx -destkeystore (after converted certificate name). Jks -srcstoretype PKCS12 -deststoretype JKS

You will be required to input password (the certificate password after conversion and the certificate password before conversion. It is recommended to use the same password to avoid confusion)
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You can find the jks file in the same directory once succeed.
.pfx > .pem
1. Need to download openssl software
2. Convert .pfx certificate to .pem
openssl pkcs12 -in (the original certificate). pfx -nodes -out (new certificate).pem (password is required, the key format in this .pem certificate is not correct, you need to continue to convert)
3. Export the private key server.key from the .pem file:
 openssl rsa -in server.pem -out server.key
4. Export certificate server.crt from .pem file: 
openssl x509 -in server.pem -out server.crt
[image: ]
5. Use notepad ++ to open the .key and .crt files, copy all the contents of the .key file into the .crt, and save as another .pem file.
Below is the .crt file: 
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Below is the .key file:
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6. After combination, this .pem file is with RSA KEY certificate and can be used in the SSL server.
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|-—-BEGIN CERTIFICATE-——
MIIGLiCCBRagAWIBAGIRAMAUWZCCZICLVG5Q3ECAVLSWDQYIKoZINVENAQELBQAW
gYBXCZAJBgNVBAYTAKACMRswGQYDVQQIEXJHcmVhdGVyIE1hbmNoZXNOZXIXEDAO
BgNVBACTBINhbGZvcmQxGDAWBGNVBAOTD1NIY3RpZ28gTGItaXRIZDESMDUGATUE
AXMuU2VjdGInbyBSUOEGRGItYWIulFZhbGIKYXRpb24gU2VjdXIIFNICnZIGiBD
QTAeFwOyMDAXMzAWMDAWMDBaFwOyMTAOMjkyMzUSNTIaMBcxFTATBGNVBAMMDCou
c2Vjb3ZtcySwbDCCASIWDQYIKoZIhveNAQEBBQADGGEPADCCAQOCGGEBAMQKNSOV
Htko17mwQ21Hb2RctY1sVuZhT9imoKEKIpay25jQjeOkvxQSQuBSKATUIKVGZ0
UWcXTv3+jaEqIKEnMSeTI77WYEmIh6aPv)67eWAY9/pXHXkIOG/Y4+bGNeRWGSE
UXRIX/pl2+cu0J6KDeKFEZYZB1eFImXF AtSzUE9)/e)7SuBUB6rIMMZGIATWE02
2hDvnyO6g8249s6CIwhgh7ViDBASLPOL/PK6LAXhSCGZqn +se3mckbNQBRjxmv/3
EO2pEKu/j0stkMHKCyafzwzesWDMgTrRbxx MnW2YtclOB62TB1QIRN8WiB})g23
10uaiWC8r82gVABCAWEAAAOCAVOWggL2MBBGATUdIWQYMBaAFI2MXsRUIYrhd+mb
+Z5F4bgBjWHhMBOGA1UdDGQWBBSCPEQXH2ZfiNxgHMRI8Imwl+TP/j/AOBGNVHQSB
AfSEBAMCBaAWDAYDVROTAQH/BAIWADAJBNVHSUEFjAUBgrBgEFBQCDAQYIKWYB.
BQUHAWIWSQYDVROGBEIWQDAOBgSTBGEEADIXAQICBZAIMCMGCCSGAQUFBWIBFhdo
dHRwczovL3NIY3RpZ28uY29tLONQUZAIBgZngQwBAGEWGYQGCCSGAQUFBWEBBHGW
djBPBggrBgEFBQcWA0ZDaHROCDOVL2NYdC52ZWNOaWdvLmNvbSITZWNOaWdVUING
RGItYWIUVmFsaWRhdGIVbINIY3VyZVNIcnZIckNBLmNydDABggrBgEFBQOWAYYX
aHROCDOVL29jc3AuC2VjdGInby5jb20wiwYDVRORBBWWGOIMKiISZZWNvdm1zLnBs
9gpzZWNvdm 1zLnBsMIIBfgYKKwYBBAHWeQIEAGSCAWAEGQFGAWGAdgBIPVLAj/+1
VWgkwsDKnIKJeSvFDngJfy5ql2iZfilw1wAAAW/25X0MAAAEAWBHMEUCIAWN +WuF
OPF/ujF9A€T 1bvb7M7BPVTi/60HCHUABTfIAEAWQDBMOULVpoMANWWAD/BKil
OF0/VOR0LeQY22VPfCgAdgBEIGUUSO7Or8RABYi0/ijA2uaCvLMbU/0ZOWtbaB
GAAAAW/25Xn8AAAEAWBHMEUCIQDGNSPYaSpSBT{7vex2f + SHHUANRW3XD/dhB-+EU
NI3XwIgP/0awMBXnISjulsBwYWstYS32G8ibLCKbcSziR/gA10AdgBVU3asMfAX
GAiZAKRRFf93FRWR2QLBACKGIDIIM)fZEWAAAW/25XpHAAAEAWBHMEUCIBusKau6
MaEiOvUTAndWTujxPXKX193wfWOZbEPOWYOBAIEASSURVIHDOOUIVOXYCVAWAQI
0fjdYbEaaHKTekQuC+owDQYJKoZIhveNAQELBQADGEBAGs6tSieb0MDGWm30TV8
1h20SDGK2drkZWS5EZ/vgyTrLV4INC 78GIwvN69bCKZOWmM3DjukNDVIadfznidy
TX/CUAQEYyzFlhJp8RekADHNbhzn7NS5ZwndZIEHZIn9k67TIgiNrjQrihktsghm
nloSXvbVxeOcmckJdiAV7ZoHHWYQOIViKVyKScoEvkJBK42F73CHbjs +8X34Rms.
SfIOfMBYaxd)/IZHGECMVd+qxzgn09ih9HEP +1Q5+1hASIUBVSyUPM3aBTOMIWO
gs6T4d+J/5¢15/8hFURYJX73pdxfubRmIdUZcOxmfdRhZVuf/w2s699u7VXc5ud

ZF:

END CERTIFICATE-----
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MIIEpAIBAAKCAQEAXCQ2yhUe2SjXubBDbUdVZFy1jWxW5mFP2KagoQoilrLbmNCN
465/FDIC4HMIQB+W70pWrPRRZxdO/f6N0SOomXESc5SMjvtZgSaWHpo+8nrt5YBj
3+lcdeT06r9jj5sY 15FYbKRTFGtf +kjbSy7QnooN4oUTNhkHVAUIZcXi1LNQTON9
4ntK7xQHqskyMzMYjjivDrTbaEO+fI7qDzbj2zoL 3CGCHtWMPxBIs84v8+ TovjGFI
1b0qf6x7eZyRs1DXxGPGa//cQ7akQq7 +M6yuQweQUp/PDN6XYMyBOtFVHHUydbZi
1wg4HrZMHVD1GfxalGMmDbfU65q)YLyvzOBUDWIDAQABAOIBAQCMNEGXMABS5+A
'WOVnnnbHxr+ZXUqt4Zv1bAOFKT9yD5GBhogVdI7uli+DY86XI62Ui5uy5zzrblbl
KAT/omXrHcDx42ngZyDLDAV7jRz2ADECNG8DGA3fY00g2ZkWIUKFsgYLOhSKWTB1
N7QPzF2/WiC16CoFV2QfRSOERhEWRNZHUPZONTTVeiRs09AFviurD02aZP7UnLpU
oFzIHbmSjThGaONbHUZK7LSE6WvowDYv26xGWAhHIZOAezCwb +Ips/rw4aomEWXP
VNEKO3Z7k420/updL2nzITIEmXmOIZ7twoOha/DoCEyX7xPIdW)Sh1MiMHaZzMPO
IM3JxTxhAoGBAPk2IVTafg2a7npeNJgg80+N9I4XABLCEZtQgs0izGCjcerEEhNy2
Pud8EZGNeAAXNfZOe+Mv)sOD8pDZRTGKL+134NJpw2alyEW6EQYGOB2CM7k/azGY
eQZbbnOWppjxS +0Uu6GT6IxpogWb2SCFWOAMECI 1dDKSRQYGWfBVNRWHAOGBAMI
0qBsDTEIgBax5LBzAfrWHpFRQwSzLIRMFLSEQIwRG5zDhEUJEC5m8qkOAPRV2/Be
szFwBvwdVj2HQpRmfawL SLYHNUUQkywE + GGXH94GmnheAD/fBW26/yv8uaUzY +9
v92y61V+XTSXTTNLOG2TrcWQUNdejO + hbvEAV285A0GAXWYISj6Gou07HNpIbgPq
iCXqCF3iraETVUna4u6pCLqvEav8YmkVh8QIEW/Rbt/DDCEUXHLRSFATI2jfzpS
eSwmV7mOpSqE1msP4rKIfyigV3 +jf2failooc/c6FMysmkiL/mTulkSHWAJHfkq9
6GYyATLIX7ENLQOIOhelMCgYB8MBUWO+0Jtm6UDORCCFINITgvahgHvhXY+t
kpQIGOpkvtitalczwrgxXvNRpxZQu15CC6YSgdalSBjOtbmiX2R4ca/Y6pFtCV7H
tHSREStetd2s58216Z3de20BnBhOD +YRvxt5)SFSgCvSgTO9INFh2/PQhs6K1FVD3
dZmJaQKBgQDKNgIngtGqOrZmFEbsy8TxbHINKIOpMCVf71TVUeNDNhcaY5MQH/T6
KQkmWWuQy6CQubrC4Cr2NIxMkP/q/1/nzi0GkYf62riLMXe/Imay5sA/+EcVKLZ
LShG9aT6zzLsZEbwMZV9fsneDNXmIGgTBaMAeDQc +ilNkoj+)z5V8g==

----- END RSA PRIVATE KEY-----
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mmand Prompt

llicrosoft Windows [Version 10.0. 17763, 737
(c) 2018 Microsoft Corporation. All rights reserved.

¥indows\system32. \Program Files\Java\j 221\bin
\Program Files\Java\jrel. 8. 0_221\bin>keytool -importkeystore
rcstoretype PECS12 -deststoretype JKS
Importing keystore defend2. conteluk. com pfx to
Enter destination keystore p: ord:

Enter source keystore password

rckeystore defend2. conteluk. com pfx -destkeystore domail

Existing entry alias 1 sts, overwrite? [nol: yes

Entry for alias 1 successfully imported.

Import command completed: 1 entries sfully imported, 0 entries failed or cancelled

Warnin;

The JKS keystore uses a proprietary format. It is re to migrate to PKCS12 which is an industry standard format
using “keytool -importk tore domain: tore domain: deststoretype pkesl2”.

\Program Files\Java




image3.png
C:\OpenSSL-¥in64\bin>openssl pkcsl2 -in defend2. pfx -nodes -out server.pem
Enter Import Password:

:\OpenSSL-Win64\bin>cpenssl rsa -in server.pem -out server.key
writing RSA key

C:\OpenSSL-¥in64\bin>openssl x509 -in server.pem -out server.crt

C:\OpenSSL-Win64\bin>





